
 
International Journal of Internet Protocol Technology
 
ISSN online: 1743-8217 - ISSN print: 1743-8209
https://www.inderscience.com/ijipt

 
A cross encryption scheme for data security storage in cloud
computing environment
 
Haiyan Kang, Jie Deng
 
DOI: 10.1504/IJIPT.2023.10054903
 
Article History:
Received: 11 February 2021
Last revised: 13 June 2021
Accepted: 13 June 2021
Published online: 23 March 2023

Powered by TCPDF (www.tcpdf.org)

Copyright © 2023 Inderscience Enterprises Ltd.

https://www.inderscience.com/jhome.php?jcode=ijipt
https://dx.doi.org/10.1504/IJIPT.2023.10054903
http://www.tcpdf.org


Int. J. Internet Protocol Technology, Vol. 16, No. 1, 2023 1 

Copyright © 2023 Inderscience Enterprises Ltd. 

A cross encryption scheme for data security storage 
in cloud computing environment 

Haiyan Kang* 
School of Information Management,  
Beijing Information Science and Technology University,  
Beijing 100192, China 
Email: kanghaiyan@126.com 
*Corresponding author 

Jie Deng 
Computer School,  
Beijing Information Science and Technology University,  
Beijing 100192, China 
Email: bistu_dengjie@163.com 

Abstract: Cloud computing is one of the popular technologies in the development of information 
technology. Cloud computing not only provides users with high-performance computing, but also 
meets the needs of large-scale data storage. However, because the storage service provided by 
cloud computing is completely transparent to users, users cannot understand whether their data is 
safe in the cloud computing environment. The resulting distrust has brought great obstacles to the 
development of cloud computing. Therefore, this paper first describes the basic knowledge and 
system architecture of cloud storage, and analyses the development status of cloud storage. 
Secondly, in order to ensure the storage security of user data in the cloud computing 
environment, this paper studies the data encryption algorithm, and proposes a cross encryption 
scheme of data security storage in the cloud computing environment. Finally, the scheme is 
compared with the traditional hybrid encryption method. The experimental results show that the 
scheme has the advantages of good encryption and decryption effect, fast execution speed and 
high security. It is an ideal scheme for data security storage in cloud computing environment. 
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1 Introduction 

In recent years, with the continuous development of Internet 
of Things, mobile computing and big data storage, more and 
more large internet companies and scientific research 

institutions have made more in-depth research on cloud 
computing. Cloud computing, with its own characteristics of 
ultra fast computing capacity, super large storage capacity 
and on-demand provision, is also considered as the 
framework of the core technology of the next generation 
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computer network (Hoefer and Karagiannis, 2011; Qiu et al., 
2013; Qiang, 2019). When massive data is put into the cloud 
computing environment, more and more people will pay 
attention to its data storage security (Feng et al., 2015; Li et 
al., 2017). Because the storage service provided by cloud 
computing is completely transparent to users, the general 
users cannot understand the specific situation of their data 
stored in the cloud, resulting in a sense of distrust, which has 
brought great obstacles to the development of cloud 
computing. Therefore, the research of data security storage 
based on cloud computing is of great significance. At present, 
the primary problem of cloud storage is to take effective 
measures to protect the security of users’ privacy data. 
Because the user’s information processing, analysis and 
storage are not in the local, but in the cloud, it is necessary to 
use high-intensity means to encrypt the information, so as to 
ensure that the information is safe even when it is stolen. It is 
a common scheme to protect the files and data stored in the 
cloud by storage encryption. However, the traditional 
encryption methods have some defects. For example, DES 
(Tuchman, 1979), 3DES (Gao et al., 2006) and AES (Jain et 
al., 2019), which belong to symmetric encryption, have the 
same secret key as the decryption key. In the cloud 
environment, the difficulty of secret key management is 
greatly increased. However, RSA (Rivest et al., 1978), ECC 
(Seroussi, 1999) and DSA (Wang et al., 2003), which belong 
to asymmetric encryption, take a long time to encrypt and 
decrypt, and cannot meet the requirements of efficient large-
scale data storage. At the same time, because the cloud 
platform has the characteristics of massive data and files, it is 
difficult for traditional encryption methods to make full use of 
the advantages brought by the cloud platform resources to 
complete the encryption efficiently. Therefore, in order to 
adapt to the characteristics of the cloud environment, an 
efficient, reliable and easy to implement encryption scheme is 
needed to encrypt the data and files stored in the cloud 
platform. In this regard, a lot of research has been done on 
data encryption methods based on cloud computing at home 
and abroad, and various data storage encryption schemes in 
cloud environment have been proposed. For example, Sun 
(2013) proposed an improved DES algorithm. Without 
changing the time complexity of the traditional DES 
algorithm, the algorithm adopts the strategy of lengthening 
the key length to improve its security, and better solves the 
security problem of open source cloud computing platform 
Hadoop. Yellamma et al. (2014) proposed a RSA public key 
cryptosystem to protect the security of data stored in the 
cloud. Taking advantage of the feature that RSA algorithm 
can only use brute force cracking at present, two 1024 bit 
large prime numbers are used as encryption key prime 
numbers to ensure the security of data. However, in order to 
prevent brute force cracking and improve security, RSA will 
continue to increase the number of large primes used to 
produce secret key calculation, which will lead to the decline 
of encryption efficiency, especially for large file encryption. 
Due to various shortcomings of a single encryption algorithm, 
hybrid encryption algorithm has become the key research 
direction of cloud computing data security in recent years. 
For example, Mahalle and Shahade (2014) and Khanezaei 
and Hanapi (2015) proposed a hybrid encryption method of 

symmetric encryption and asymmetric encryption to protect 
cloud platform data, which has better encryption efficiency 
while ensuring encryption security. Kanna and Vasudevan 
(2016) proposed a new identity based hybrid encryption 
(RSA with ECC) to enhance the security of outsourced data. 

In this method, the sender uses a hybrid algorithm to 
encrypt sensitive data, and then the agent reencrypts the key 
words and identity to enhance the security of encrypted data. 
Zhao (2019) proposed a parallel AES and RSA hybrid 
encryption algorithm improved by MapReduce in cloud 
computing environment. The algorithm uses RSA algorithm to 
manage the key and AES algorithm to encrypt the plaintext 
data, which improves the encryption efficiency in the cloud 
computing environment as a whole. Li et al. (2019) designs a 
corresponding protocol for the new service model based on 
hybrid encryption algorithms, which combines AES symmetric 
encryption and Paillier homomorphic encryption. And analysis 
results show the scheme can not only protect both the location 
privacy of the user and the data privacy of the data service 
provider, but also can ensure good performances, that is, it can 
reduce the computation, communication and storage costs of 
the date service provider and the query user. 

Based on the data storage service model in cloud 
computing environment and the encryption algorithm of data 
encryption technology, this paper proposes a cross encryption 
scheme of data security storage in cloud computing 
environment. Based on the traditional DES and RSA 
algorithm, this paper first analyses the advantages and 
disadvantages of DES, and combines the advantages of Triple 
Data Encryption Algorithm (TDEA), improves DES algorithm, 
and proposes a N-DES encryption algorithm. Then, this paper 
makes a detailed study on the method of judging prime number 
which affects the operation speed of RSA algorithm. On the 
basis of not affecting the security of RSA, this paper improves 
the original method of prime number judgment, and proposes a 
RSA Algorithm Based on Optimised Prime Number 
Judgement (RSA_OPJ). Finally, this paper combines the  
N-DES encryption algorithm and RSA_OPJ encryption 
algorithm to form a cross encryption scheme based on N-DES 
and RSA_OPJ, which can effectively ensure the security of 
user data in the cloud. 

Section 1 introduces the background of cloud computing 
and the research status of data security protection of cloud 
storage at home and abroad. Section 2 introduces the basic 
theory and security analysis of cloud computing. Section 3 
introduces the algorithm design, performance comparison 
experiment and experimental results analysis of the cross 
encryption scheme for data security storage. A discussion of 
future work and summarisation are presented in Section 4. 

2 Cloud computing related basic theory and 
security analysis 

2.1 Basic concepts of cloud computing 

2.1.1 Cloud computing technology 

Cloud computing (Feng et al., 2011) is a combination of 
traditional computing modes such as distributed computing, 
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utility computing, grid storage and virtualisation, and the 
development of network technology. It is a new network 
service mode. Cloud computing includes virtualisation 
technology, data storage technology, data management 
technology and other key technologies with their own unique 
characteristics. Cloud computing has four deployment models 
(Yi et al., 2012): private cloud, public cloud, community 
cloud, and hybrid cloud. 

2.1.2 Cloud storage technology 

Cloud storage (Li, 2010) is a data access service based on cloud 
computing, which can be easily understood as a cloud 
computing system with super large storage space. It integrates a 
large number of different types of storage devices in the 
network through the corresponding software to work together 
to provide data storage and access services for users. Its core is 
data storage and management. With the development of cloud 
storage services, more and more enterprises and individuals 
enjoy its efficient, fast, low-cost services, but its security issues 
also deserve people’s attention. For the end users who use 
cloud storage, cloud storage is not only a hardware, but a huge 
system composed of storage devices, network devices, 
application software, servers, terminal customers and so on. 
Generally speaking, the system structure of cloud storage 
consists of storage layer, basic management layer, application 
interface layer and access layer, as shown in Figure 1. 

1 Storage layer. The most basic part of cloud storage. It 
can contain a variety of types of devices, which are 
distributed in different areas and connected together 
through the network, and can realise the centralised 
management and status monitoring of massive data. 

2 Basic management layer. The most core and complex 
part of cloud storage. Using distributed storage  
 
 

technology and integrated management technology, not 
only can realise the collaborative work among multiple 
devices, provide efficient data access performance, but 
also undertake the tasks of data encryption, disaster 
recovery, backup, etc., ensuring the stability and security 
of cloud storage itself. 

3 Application interface layer. The most flexible part of 
cloud storage. Different cloud storage providers develop 
different service interfaces according to business 
requirements to provide diversified services to end users, 
such as video monitoring application platform, network 
hard disk application platform, etc. 

4 Access layer. Any legitimate user can log in to the  
cloud service platform through the standard application 
interface to share the services provided by cloud  
storage. 

2.2 Data security storage analysis of  
cloud computing 

While cloud computing brings great convenience to people, 
the centralised storage of data may endanger the data security 
of users. In the cloud computing services that have been 
implemented, the problem of data security has been worrying, 
so that it has become a huge challenge in the popularisation of 
cloud computing. 

Research shows that most users are mainly concerned 
about the security of cloud computing. If enterprises want to 
use cloud computing services to reduce the cost and complexity 
of internet technology, they need to ensure that this process will 
not bring any potential data security problems. Thus, security is 
one of the most important obstacles to the development of 
cloud computing (Shi et al., 2012). 

Figure 1 Cloud storage system structure 
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In the cloud computing environment, data storage and 
operation are provided in the form of services, which has 
inherent characteristics in data security. First of all, the 
storage and security of user data is entirely the responsibility 
of cloud computing providers. Therefore, digital data is 
transparent to providers. Secondly, in the cloud computing 
mode, the user’s data is stored in the internet server, which 
increases the security problem of data transmission. 

At present, cloud computing is based on the existing 
distributed network. Every computer on the network can be 
considered as a node. If there is no reliable security 
protection, in theory, every node can access other nodes 
through certain means. The storage security of Cloud 
Computing mainly involves data transmission, isolation, 
recovery, long-term survival and so on. 

3 Cross encryption scheme for data security 
storage in cloud computing environment 

3.1 Analysis of data security storage in cloud 
computing environment 

The data security storage service in cloud computing 
environment needs to consider efficiency while ensuring data 
security. Therefore, the design of cloud computing secure 
storage needs to encrypt the user’s data. According to the 
requirements of data security storage, the user data stored in 
the cloud is secure enough, that is, the user data is encrypted 
by the cloud computing server, and there is no ordered 
information for non users. 

In the process of cloud computing applications, to provide 
good data storage and transmission services, it is necessary to 
provide effective protection in the process of data upload and 
download. Taking data exchange as an example, using the 
services provided by cloud computing providers to store the 
data to be exchanged, there is a risk of data leakage, so data 
encryption algorithm has become the first choice to solve the 
problem of data security storage. 

Assuming that the cloud computing provider is trusted, 
this paper studies the problem of data security storage in the 
cloud computing environment, that is, the problem of data 
security exchange between users and cloud processes. From 
the perspective of the security and processing performance of 
data encryption in cloud computing applications, this paper 
discusses how to achieve a data storage method suitable for 
cloud computing with both security and high performance. 

At present, the commonly used data encryption 
algorithms can be divided into symmetric encryption 
algorithm and asymmetric encryption algorithm. Symmetric 
encryption algorithm is widely used and mature. Because of 
its fast encryption and decryption speed, it is widely used in 
large data transmission. In symmetric encryption algorithm, 
both sides use the same key to encrypt and decrypt the data. 
Its advantages are open algorithm, fast encryption speed and 
high efficiency. The disadvantage is that both sides use the 
same key, so the security cannot be guaranteed. Asymmetric 
encryption algorithm divides the traditional key into 
encryption key and decryption key to control the encryption 

and decryption respectively, and ensures the security of the 
key in terms of computational complexity. Its advantage is 
that the key system is flexible, but the problem is that it has a 
large amount of computation. The reliability of encryption 
mechanism mainly depends on the difficulty of decryption, 
including symmetric key encryption system and asymmetric 
key encryption system. The security of asymmetric key is 
high, but the speed of encryption and decryption is slow. 

Symmetric encryption algorithm has the inherent problem 
that it is difficult to manage the key by using the same key, 
and the cost is high, so it is difficult to use in distributed 
network system. The asymmetric encryption algorithm is not 
suitable for the encryption and decryption of large amount of 
data because of the large amount of computation. Therefore, 
this paper proposes a cross idea of symmetric encryption and 
asymmetric encryption to solve the problem of data security 
storage in cloud computing. 

3.2 Cross encryption scheme 

3.2.1 N-DES encryption algorithm 

DES algorithm is also called data encryption standard. It is a 
symmetric encryption algorithm developed by IBM in 1972. 
It was determined as the Federal Information Processing 
Standard (FIPS) by the National Bureau of standards of the 
federal government of the USA in 1976, and then spread 
widely in the world. Up to now, it still plays a very important 
role in the international information security arena. 

DES algorithm groups the plaintext by 64 bits, and the 
length of the key involved in the calculation is fixed to 64 bits 
(56 effective bits). The encryption process mainly includes 
three parts: initial permutation, 16-round cycle iteration and 
inverse initial permutation. And the sub-keys involved in the 
calculation in 16 rounds of iteration are extended from 56 bit 
keys. 

As shown in Figure 2, the 64 bit input plaintext is divided 
into L0 and R0 parts by initial permutation, and then 16 
rounds of the same iterative operation are carried out. Finally, 
the output ciphertext of 64 bit is obtained by inverse initial 
permutation. In each iteration, there is an XOR operation and 
an F function operation. 

DES has many disadvantages, such as low data 
transmission rate, not suitable for long-term data protection, 
and vulnerable to differential key cracking. Therefore, 
scholars at home and abroad have made many attempts to 
improve DES algorithm. In this context, they have proposed 
more influential Triple DES algorithm. 

Triple DES algorithm: Because the key length of 
traditional DES algorithm is short and easy to be cracked, in 
order to make up for this deficiency, researchers have 
proposed a Triple DES Encryption Algorithm (TDEA), that 
is, the key length of DES is increased by three times, and 
three different keys are used for triple encryption and 
decryption. The encryption process is as follows: first encrypt 
with the first key k1, then decrypt with the second key k2, and 
finally encrypt again with the third key k3, that is, 
C = Ek3(DK2(Ek1M)). The decryption is in reverse order, 
that is, M = Dk1(EK2(Dk3C)). The core of TDEA is to use 
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k1, k2, k3 to encrypt plaintext for many times, and the key 
length is three times of DES. 

Figure 2 DES algorithm flow chart 

 

Although this method increases the length of the key, 
improves the security strength of the algorithm, and 
effectively avoids brute force cracking, its calculation time 
is increased by n–1 times, so the operation efficiency is very 
low. In addition, although the key bits in TDEA are  
168 bits, the threat of brute force cracking cannot be 
avoided for the current computer computing power. 

N-DES algorithm: Inspired by 3-DES, this paper proposes 
N-DES algorithm, which the number of keys is user-defined. 
The N in N-DES means that the number of keys is uncertain. 
Manual input of the length of the key during encryption, to 
achieve the effect of one secret at a time. Increasing the 
number of bits in the key makes it exponentially more 
difficult to crack, and the attacker does not know the length of 
the key, making the exhausting time even longer. Since N is 
determined by users themselves, users can dynamically adjust 
the size of N according to their own hardware configuration 
and the size of the encrypted text to meet the diversified 
needs of users. The specific implementation process of  
N-DES algorithm is as follows. 

There are two kinds of keys, the default key and the 
random key: the default key is only 64 bits, and the random 
key is (n–1) x 64 bits (to be exact (n–1) x 56 bits, because 
there are 8 check bits in each key). During encryption, the 
user inputs the number of random keys m, and the program 
encrypts (m + 1) times (because there is a default key). At the 
same time, the program generates a key file to save the key. 
When decryption occurs, the program reads the fixed key and 
the key in the key file for decryption. The encryption and 
decryption process of N-DES is shown in Figure 3. 

Figure 3 Encryption and decryption process of N-DES 

 

Algorithm 1. N-DES Encryption Algorithm 

Input: Plaintext M  

Output: Encrypted ciphertext C,  

1. Choose the size of N: Choose the number of random 
keys and name it m.  

2. Random key generation: Generate (m+1) keys randomly 
(m random keys and 1 default key).  

3. Generation of file: The program generates a key 
management file to store the generated keys  

4. Plaintext encryption: After inputting plaintext, 
encrypting with key1 first, and then encrypting with 
key2 again, and so on, until key m+1 is used to encrypt 
to generate ciphertext C.  

5. Output encrypted ciphertext C. 

Theoretically, the number of keys is infinite. Due to the 
constraints of computing time, it cannot be set too large, 
which will lead to a long wait when processing big data, let 
alone when we increase the length of the key. And the 
preservation of external key files is also a consideration. 

3.2.2 RSA algorithm based on improved prime 
number decision 

RSA (Rivest Shamir Adleman) is an algorithm based on large 
number decomposition proposed in 1977. Because large 
number decomposition is a recognised mathematical problem, 
RSA has high security, but its computing speed is much 
slower than DES. Although the rapid update of computer 
hardware makes the performance of computer break through 
the limit, it still takes a lot of time to break the large number 
decomposition. The encryption process for RSA is as follows: 

Step 1: Message receiver B generates a key pair according to 
the rules, where the encryption key is PK and the decryption 
key is SK. 

Step 2: Message receiver B sends the public key PK to 
message sender A and keeps the private key SK secret. 
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Step 3: If message sender A wants to send message M to B, it 
will encrypt the message using B’s public key PK, which is 
represented as C = EPK(M), where C is the ciphertext and E 
is the encryption algorithm. 

Step 4: After receiving the ciphertext C, B decrypts it with its 
own private key, Sk, and obtains the plaintext M = DSK(C), 
where D is the decryption algorithm. 

Since the core algorithm of RSA is the modular power 
operation of large prime numbers, that is, large number self 
multiplication module. In order to improve the efficiency of 
RSA algorithm, it is necessary to solve the problem of 
operation speed of module power operation in RSA. The core 
complexity of modular power operation depends on the 
modular operation, which includes division operation. For a 
computer, a division operation requires several addition, 
subtraction and multiplication operations, which is quite time-
consuming. Therefore, assuming that RSA algorithm can 
reduce or even avoid the operation of modulus taking, the 
performance of RSA algorithm will be significantly 
improved. Based on this, on the premise of ensuring the 
security of RSA algorithm, this paper makes a detailed study 
on the method of judging prime number which affects the 
operation speed of RSA algorithm module power, and 
carefully compares the advantages and disadvantages of 
deterministic and probabilistic prime number judgment 
algorithms. Then, this paper uses Montgomery fast power 
algorithm (Qin et al., 2002) to optimise the probability 
property number judgment algorithm (Lehman algorithm), 
and proposes an Optimised Prime Number Judgment 
Algorithm Based on Lehman Algorithm (OPJBLA). Finally, 
this paper applies OPJBLA to RSA algorithm to form an 
RSA Algorithm Based on Optimised Prime number 
Judgement (RSA_OPJ). 

Because of the low efficiency and high complexity of the 
deterministic prime judgment algorithm, it is not suitable for 
the modular exponentiation of RSA algorithm, so this paper 
uses the probabilistic prime judgment algorithm to improve 
the modular exponentiation of RSA algorithm. There are 
three mainstream algorithms, Miller Rabin algorithm, 
Solovey Strassen algorithm (Zhao et al., 2018) and Lehman 
algorithm (Fu et al., 2011). And the Lehman algorithm has 
higher probability to judge prime number. Therefore, this 
paper chooses Lehman algorithm to improve. 

Lehman algorithm is a new integer decomposition 
quantum algorithm, which makes use of multiple quantum 
Fourier transform and variable substitution to make the 
probability amplitude of non-target states except |0 > states 
become zero, so as to improve the probability of success of 
the algorithm. Compared with Shor integer decomposition 
quantum algorithm, the algorithm has a higher probability of 
success and is no longer dependent on the order r of the 
selected element in ZN. The computational complexity of the 
algorithm is polynomial time. The number of quantum logic 
gates required to run the algorithm is O(L3). In this paper, 
Montgomery fast power algorithm, which can greatly reduce 
modular power operation, is introduced to optimise Lehman 
algorithm to form an Optimised Prime number Judgment 
Algorithm Based on Lehman Algorithm (OPJBLA). The 
specific process is shown in algorithm 2. 

Algorithm 2. An Optimised Prime number Judgment 
Algorithm based on Lehman Algorithm 

Input: large number A, B, modulus N, Lehman algorithm  

Output: fast modular multiplication results of large 
numbers A and B 

 Data input: input large numbers A, B and modulus N

 Base selection: select a positive integer R which is 
coprime with N as the cardinal number. At the same 
time, when R is 2k, N should meet the following 
requirements: 2k-1≤N≤2k and GCD(R, N)=1 

 Montgomery fast power multiplication: use 
Montgomery fast power algorithm to simplify 
Lehman algorithm and carry out modular 
multiplication on large numbers A and B, namely 
Montgomery(A, B, N)=ABR-1(mod N) 

 Output the fast modular multiplication results of 
large numbers A and B 

The main advantage of OPJBLA using Montgomery fast 
power algorithm is to transform division into shift operation, 
which not only simplifies the calculation process, but also 
improves the efficiency of large number power multiplication. 

In order to improve the judging efficiency of OPJBLA 
applied to RSA algorithm, in the initial stage of prime number 
generation, all even numbers and numbers divisible by 5 are 
directly eliminated, and 53 small prime numbers are selected to 
form a filter array for in-depth filtering, and then OPJBLA is 
applied to the module power operation of RSA algorithm for 
rapid screening. All the screening methods complement each 
other to form a RSA Algorithm Based on Optimised Prime 
Number Judgment (RSA_OPJ). The specific improvement 
steps of RSA_OPJ are shown in algorithm 3. 

Algorithm 3. RSA Algorithm Based on Optimised Prime 
Number Judgment 

Input: plaintext M, random large array N, Lehman 
algorithm  

Output: encrypted ciphertext C, decrypted plaintext M 

 Large array generation and screening: generates a 
large array N randomly except even numbers and 
numbers divisible by 5. Then, select 53 small 
primes and use the remainder method to filter large 
array N 

 Generate large prime numbers p and q: combine 
the steps above, OPJBLA and Lehman algorithm 
optimised by Montgomery fast power algorithm to 
generate two large prime numbers p and q 

 Encryption process: input plaintext M, generate 
RSA key with two large prime numbers p and q to 
encrypt plaintext and generate ciphertext C, finally 
output encrypted ciphertext C 

 Decryption process: input ciphertext C, generate 
RSA key with two prime numbers p and q to 
decrypt ciphertext and generate plaintext M, finally 
output decrypted plaintext M 
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3.2.3 Cross encryption scheme based on N-DES and 
RSA_OPJ 

Because the encryption and decryption process of symmetric 
encryption algorithm (such as DES) is very fast, and the 
encryption efficiency is very high, it is very suitable for data 
encryption in the cloud environment with fast update 
frequency and large amount of data. But because the key is 
easy to be stolen in the process of transmission, the security is 
not high. The encryption and decryption of asymmetric 
encryption algorithm (such as RSA) is very slow, the 
encryption efficiency is very low, and it is not suitable for 
considerable data encryption in the cloud environment. 
However, due to the difficulty of cracking and the key is not 
afraid of being stolen, the security is very high. Therefore, in 
order to solve this problem, this paper adopts a cross 
encryption scheme combining symmetric encryption and 
asymmetric encryption, that is, N-DES and RSA_OPJ are 
used to encrypt the data in the cloud environment. The 
specific process is shown in Figure 4. 

In the process of encryption of data plaintext, this paper 
proposes a cross encryption algorithm to divide original data 
into sub-data block by a certain data block partitioning 
strategy. 

The block size intersecting changes the sub-data blocks, 
according to the encryption efficiency and security of 
symmetric encryption and asymmetric encryption. Similarly, 
symmetric encryption is more efficient for large data blocks, 
while it is low efficient for small data blocks. The asymmetric 
encryption with low efficiency is used for small data blocks 
to improve the security of data encryption and make up for 
the defects of asymmetric encryption in the efficiency of 

performance. The specific process is shown in Figure 5 and 
the detailed encryption process is as follows: 

Step 1: User provides plaintext M to be encrypted. 

Step 2: Select different encryption parameters L and K 
according to the requirements. L is the size of the encryption 
unit, and K is Encrypted data ratio. 

Step 3: The plaintext M divided into text blocks according to 
the size of L, and suppose F = {f1, f2, f3…fn}, the size of 
each block is L. 

Step 4: Each sub-data block fi(i∈1,2…n) is divided into two 
parts according to the encryption data ratio k, denuded as fi1 
and fi2. And the data size ratio of the two parts before and 
after is K. 

Step 5: All fi1 and fi2 are encrypted using DES and RSA 
respectively. The number of the encrypted data is 2n. 

Step 6: Merge all the encrypted data parts obtained in Step 5 
to form the final ciphertext C. 

The decryption process of the file is the inverse process of the 
encryption process. The detailed decryption steps are as 
followings: 

Step 1: Enter the ciphertext C for the data to be decrypted. 

Step 2: Obtain the encryption unit size L and the encryption 
data ratio K in the encryption process as the decryption 
parameters. 

Step 3: The ciphertext C is divided into the following parts 
according to the encryption unit size L and the encryption 
data ratio: C = {C11, C12, C21,C22...Cn1, Cn2} 

Figure 4 Schematic diagram of cross encryption scheme based on N-DES and RSA_OPJ in cloud environment 
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Step 4: AES algorithm is used to decrypt all Cn1, and RSA 
algorithm is used to decrypt all Cn2, and 2N plaintext parts of 
data are obtained. 

Step 5: Merge the plaintext generated in Step 4 to get the 
whole plaintext M. 

Because the cross encryption algorithm is a linear mixture of 
DES and RSA with some strategy. In order to crack the 
ciphertext, not only the size of the specific encryption unit of 
the data and the encryption ratio of the data need to be 
known, but also the DES algorithm and RSA algorithm need 
to be deciphered respectively. Compared with the simple 
DES and RSA encryption algorithm, the difficulty of 
ciphertext deciphering is obviously increased. 

Figure 5 The flow chart of cross encryption on data plaintext 

 

3.3 Verification and analysis of  
cross encryption scheme 

3.3.1 Experimental environment setting 

In order to verify that the scheme can effectively encrypt the 
user data in the cloud computing environment, this paper  
uses the text information of a real patient radiotherapy  
plan to carry out the effect experiment. The experimental 
environment settings are given below, as shown in Table 1. 

Table 1 Experimental environment parameters 

Name Parameter 

CPU Intel Core i5 

Memory capacity 24 GB  

Hard disk capacity 1 T 

Operating system Linux CentOS6.4  

Development software Myeclipse  

Development platform Hadoop  

Cloud server Personal Alibaba cloud server 

3.3.2 Performance experiment and result analysis  
of cross scheme 

Table 2 shows the comparison of the time spent on encrypting 
a small amount of user data (250 B) when the two encryption 
algorithms are running separately. There are ten groups of 
experiments, each group runs 50 times, and the average 
encryption time is taken. And the value of N in this 
experiment is set to 3. 

Table 2 Performance comparison of two encryption schemes 

Operation time 
Comparison scheme 

(DES and RSA) 

Cross scheme  
(N-DES (N=3)and 

RSA_OPJ) 

First time 4864 ms 4528 ms 

Second time 4896 ms 4555 ms 

Third time 4793 ms 4481 ms 

Fourth time 4887 ms 4506 ms 

Fifth time 4822 ms 4512 ms 

Sixth time 4901 ms 4503 ms 

Seventh time 4912 ms 4497 ms 

Eighth time 4893 ms 4497 ms 

Ninth time 4789 ms 4536 ms 

Tenth time 4906 ms 4516 ms 

As can be seen from Table 2, when encrypting short messages, 
the time difference between the two encryption schemes 
remains at the level of about 400 ms. Human beings can hardly 
perceive this subtle time gap, but it is only one encryption 
operation. If the encryption times exceed a certain number, the 
time-consuming gap will become considerable. For example, a 
web page user uses static data encryption, and the result after 
encryption is the same, that is, each encryption uses the same 
key. Therefore, as long as a malicious user intercepts the 
encrypted message and simulates the form submission 
information, it can cheat the encryption system to directly 
invade. Obviously, this static encryption method is not feasible. 
Even the RSA algorithm using public key cryptosystem has the 
same result. This risk can be avoided only if the data 
encryption algorithm uses a different key for each encryption. 
Therefore, in normal life, it is reasonable and safe to use 
different keys for each encryption. In addition, if the super 
large amount of user data (more than 1 PB) is encrypted, the 
time gap required will be very obvious. Therefore, the 
encryption efficiency of the cross encryption scheme based on 
N-DES and RSA_OPJ has obvious advantages over the 
traditional hybrid encryption scheme based on DES and RSA. 

3.3.3 Verification and analysis of cross scheme 

In order to verify that the scheme can effectively encrypt the 
user data in the cloud computing environment, this paper uses 
the text information of a real patient radiotherapy plan to 
carry out the effect experiment, and then the differences 
between local data and cloud data are compared and analysed. 
In this paper, the real radiotherapy plan data of a patient is 
encrypted with a cross encryption scheme and stored in the 
cloud. Figure 6 shows part of the original content of the 
stored data, and Figure 7 shows part of the ciphertext data 
content viewed in the cloud background. 
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Figure 6 Raw data of a patient’s radiotherapy plan 

 

Figure 7 Encrypted data stored in Alibaba cloud 

 
 

It can be seen from Figures 6 and 7 that the cross encryption 
scheme based on N-DES and RSA_OPJ proposed in this 
paper ensures the security of data transmission process. That 
is to say, before the data is transmitted, it goes through the 
process of identity authentication of both sides, and the data 
to be exchanged is encrypted, so as to ensure the security of 
the data in the communication process. In addition, the 
scheme can ensure the security of stored data. Because the 
user generated data is encrypted by cross encryption to 
generate ciphertext, the key and ciphertext are encrypted by 
RSA_OPJ algorithm, even if the malicious user obtains the 
ciphertext in the transmission process, it cannot be cracked 
because there is no private key of the receiver and the split 

ratio of the sub-block is unknown. Therefore, it can be 
considered that the stored data has high security. 

To sum up, the cross encryption scheme based on  
N-DES and RSA_OPJ proposed in this paper can meet the 
requirements of data storage security in the development of 
cloud computing, and has high operation efficiency. 

4 Conclusions and prospects 

With the in-depth development of cloud computing in the 
future, the data scale of users is also expanding, and the data 
in cloud database is also showing a huge increase. The  
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development of cloud computing technology provides a new 
direction for the storage and processing of massive data, but it 
also brings the security problems of data storage. In order to 
solve the problem of data security storage in cloud 
environment, this paper uses symmetric encryption and 
asymmetric encryption to encrypt user data, proposes two 
improved algorithms and a cross encryption scheme, and then 
gives full play to the advantages of the improved algorithm. 
That is, on the premise of ensuring the security of the key, the 
symmetric and asymmetric encryption algorithm is used to 
encrypt the user’s data. At the same time, the asymmetric 
algorithm RSA_OPJ has the characteristics of high security 
but slow speed, which is not suitable for large-scale data 
encryption, and encrypts the private key which has very small 
amount of data. On the premise that the data security reaches 
the asymmetric encryption algorithm, the efficiency of the 
algorithm is close to the encryption speed of the symmetric 
encryption algorithm, which solves the problem of user data 
security storage in the current cloud computing environment 
to a certain extent. The cross encryption scheme can be 
applied not only to secure storage in the cloud computing 
environment, but also to many fields such as blockchain, 
database encryption, e-commerce, and identity authentication. 
Of course, the cross encryption scheme proposed in this paper 
can improve the security of data storage, but the data is only 
plain text, and does not cover the encryption and decryption 
of pictures, audio and video. In the future, we will continue to 
study and improve from the above aspects. 
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